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Web Application Pen-testing

Trainings-ID: WEB

Zum Seminar 

Das nehmen Sie mit
This course covers techniques and strategy concepts for performing professional web

applications penetration testing in a highly secure environment. Our course has been

developed around professional penetration testing, web applications development and

security awareness in the business and IT fields.

We will start the course by reviewing the key aspects of penetration testing – both in terms of

methodologies and legal aspects and reporting. During the course, we will learn advanced

reconnaissance techniques, which will allow us to professionally prepare for a penetration

test. After discussing the OWASP Top 10 for 2021, we will deep-dive into web browser security

mechanisms, vulnerability exploitations, injections, bypassing API controls and many more

valuable skills.

Our goal is to show you all the most important aspects of web application penetration testing.

Together we will look for vulnerabilities and exploit them in practice in CQURE’s custom-built

training environment. During the exercises, we will use industry-standard tools such as the Kali

Linux, Burp Suite, Bloodhound, Metasploit and the Wireshark.

To make sure that all participants gain the application penetration testing concepts and

knowledge, our classes have an intensive hands-on labs format.

The knowledge used to prepare the unique content of this amazing course has been

gathered during tons of penetration testing projects all around the world by CQURE’s world-

renowned Experts. The training will allow you to prepare for penetration testing projects or

red team exercises.

Every exercise is supported by lab instructions and multiple tools, both traditional and

specialized. CQURE trainers recommend students have some knowledge of web application

security. However, all required concepts will be covered throughout the course

https://www.etc.at/training/web/
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Zielgruppen

Pen-testers

red teamers

Windows network administrators

security professionals

systems engineers

IT professionals

web application developers

security consultants and other people responsible for implementing infrastructure security

Wichtige Informationen

Dieses Training wird in ENGLISCH gehalten!
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Termine & Optionen


